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The Regional Universities Network (RUN) welcomes the opportunity to contribute to the
Australian Tertiary Education Commission (ATEC) consultation: Strengthening Research
Security and National Security Expectations in the Higher Education Standards Framework
(Threshold Standards).

RUN is a national collaborative group of six regional Australian universities:
* Charles Sturt University,
+  CQUniversity Australia,
+ Federation University Australia,
+ Southern Cross University,
* University of New England, and
* University of Southern Queensland.

This submission reflects the positions of RUN institutions. In doing so, this submission also
aims to represent the views of the communities which RUN universities serve; the one-
third of Australians who live outside of metropolitan centres in regional, rural, and remote
locations.

Overview

RUN recognises the immense social, economic, and cultural value afforded to all Australians
arising from the research and transnational education collaborations that occur between
Australian universities and their global partners. RUN also acknowledges that Australian
universities today operate within an increasingly complex global research environment
whereby the potential exposure to security risk requires constant vigilance and the
development of appropriate control measures. As such, RUN supports measures that ensure
Australia’s university research ecosystem remains aligned to national interest imperatives.

RUN believes that the existing Threshold Standards, complemented by a comprehensive
suite of new and existing regulatory settings, do provide sufficient assurances for research
security at Australian universities. As such, RUN does not believe targeted amendments to
the Threshold Standards are warranted at this time. Changing the Threshold Standards would
result in a one-size-fits-all approach to a complex risk environment that demands a more
nuanced approach to identifying and mitigating research activity risk.

Should further enhancement of security expectations or regulatory settings be required,
RUN believes the Universities Foreign Interference Taskforce (UFIT) and associated
guidelines to be a more appropriate mechanism to target. RUN supports UFIT but believes
its ongoing effectiveness could be enhanced via a greater level of transparency, more explicit
communication of risks and expectations of universities, and a broader representation

of perspectives from Australia’s diverse tertiary sector on the Taskforce itself, including
dedicated regional representation.
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I RUN RECOMMENDS
That the current Threshold Standards remain unchanged, as they provide sufficient assurances for
research security at Australian universities when considered alongside the broad suite of new and
existing risk management settings.

That further assurances for research security at Australian universities occur via the undertakings and
outputs of UFIT, and via a broadening of perspectives represented on the Taskforce, including regional
representation.

Should changes to the Threshold Standards occur, or any additional compliance activity be developed
for that matter, such changes should have regard to implementation impacts and administrative
burden, particularly upon Australia’s smaller and regional universities. New governance, reporting,
training, or assurance requirements will inevitably impose direct and indirect costs on institutions,
researchers, students, and professional staff. Any amendments would therefore need to support

a proportionate and risk-based approach to implementation. RUN believes that low-risk research
activities should not be subject to the same degree of compliance as research activity deemed high-
risk.

I RUN RECOMMENDS
That any proposed regulatory change should have regard to implementation impacts and administrative
burden upon providers and support a proportionate and risk-based approach to implementation.

How might current assurance mechanisms be strengthened to support providers to identify,
assess, manage and mitigate research security, cyber security and national security risks, while
appropriately supporting and protecting staff and research students and other university-
affiliated or visiting staff engaged in those activities?

RUN does not believe there is a need for the Threshold Standards to be amended to
strengthen support to universities in identifying, assessing, managing, and mitigating
research security and risk. Amending the Threshold Standards would represent a largely
unsophisticated, one-size-fits-all, and ultimately unhelpful regulatory response to a highly
nuanced and complex risk environment. Rather, RUN believes that further assurances for
research security at Australian universities occur via the review and enhancement of existing
mechanisms, particularly the undertakings and outputs of UFIT.

RUN advocates that UFIT and the UFIT guidelines can be made more effective by:

+ Broadening the range of perspectives being represented on the taskforce, to better
reflect the diversity of providers within the system and the unique risks they encounter.

« Providing clearer, more prescriptive advice on the expectations required of universities,
including, for instance, case examples and (de-identified) rulings that assist universities
navigate ‘grey area’ research activity.

* Providing more open and timely communication to universities on emerging security
threats, acknowledging the lead times required to respond effectively.

RUN provides in-principle support to the utilisation of the Researcher-to-Researcher Secure

Collaboration Practice Framework, currently being considered by UFIT, as an alternative
implementation mechanism to assist with the legislative requirements.
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Are there existing legislative, regulatory, funding or sector frameworks, including ARC funding
requirements, UFIT, national security obligations and other research governance mechanisms,
that should be taken into account in developing any new or clarified expectations? If so, how
should those expectations be framed to avoid unnecessary duplication and support effective
implementation?

RUN holds the view that all existing legislative, regulatory, funding, and sector frameworks (such

as those outlined within the consultation paper) should be comprehensively reviewed with the
objective of enhancing their collective and symbiotic effectiveness, whilst reducing unnecessary
regulatory duplication and impost. The review and enhancement of existing settings should take
clear precedence over the development of any additional, new regulatory measures. RUN believes
that better regulation should not always mean additional regulation. As such, RUN recommends that
the current Threshold Standards remain unchanged, and that any further assurances for research
security at Australian universities occur via the review and enhancement of existing mechanisms,
particularly the undertakings and outputs of UFIT.

What implementation challenges, risks or unintended consequences should HESC consider in
developing advice on potential amendments to the Threshold Standards, and what measures
could support effective, proportionate and risk-based implementation across the sector?

RUN believes further amendment to the Threshold Standards to be a largely unsophisticated

and unhelpful mechanism to enhance assurances for research security at Australian universities,
considering the availability of more effective mechanisms. RUN urges the HESC, in its consideration
of potential changes to the Threshold Standards, to consider the need for a proportionate and risk-
based approach to implementation, acknowledging the disproportionate regulatory burden that falls
on Australia’s smaller and regional universities. New governance, reporting, training, or assurance
requirements will inevitably impose greater direct and indirect costs upon institutions operating in
unscaled environments. RUN believes that low-risk research activities should not be subject to the
same degree of compliance as research activity deemed high-risk. RUN would also urge the HESC to
consult widely if/when it brings forward the detail of potential changes to the Threshold Standards.

Further enquiries can be addressed to:
Chief Executive Officer
Regional Universities Network
ceo@run.edu.au
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